
 
PHS Group Keeps Email Productive and Secure 

with IronMail   

PHS Group stops spam in its tracks and delivers better customer service with the assurance that their 
email is secure and protected by CipherTrust IronMail. 
 

The PHS Group (www.phs.co.uk) is one of the UK’s leading workplace service providers, offering a 

diverse range of products and services that are aimed at improving people’s experience of work and 

leisure time. 

The company has over 40 years experience, 48 regional service branches and prides itself on a clear, 

customer focus.  Its philosophy is to provide services that create a better working environment, from 

washroom services and interior landscaping to drinking water dispensers, dust mats and much more.  It 

employs 3,000 staff and services the requirements of over 200,000 customers at over 250,000 locations 

across the UK. 

PHS offers a comprehensive service range, working in partnership with organisations looking to 

outsource the provision of such services in order to drive long-term cost reductions and performance 

improvements.  It improves the way organisations work by enhancing the working environment, 

streamlining administration, controlling costs, adhering to the latest European standards and making the 

most of product innovations. 

Business Challenge 
 

As PHS Group provides workplace services to a wide range of organisations email is a vital 

communication tool and one that needs to operate as efficiently and securely as possible. The company 

needs to safeguard its corporate reputation and that of its customers by eliminating email threats such as 

spam, viruses, worms and Trojans. 

According to Wayne Evans, Infrastructure Manager at PHS Group, “Each PHS customer has a unique 

email domain that they can use to communicate with the PHS personnel that servicing their business.  

As we have so many locations and contacts throughout our customer network we need to be vigilant 

that our email is working efficiently and has the protection in place to eliminate most, if not all, forms 

of spam and malware.” 

Wayne added, “Our business relies on our customers and our service agents being able to make contact 

with each other securely.  It is essential to our business that we protect our network from floods of 

spam, potential denial of service attacks and all the other forms of malicious software that can originate 

in email.”  

In addition to protecting their email from spam, PHS Group also needed to safeguard its corporate 

reputation from the threat of emailing a virus to customers by ensuring that all outgoing email is 

scanned to ensure it complies with the requirements of the PHS Group’s email policy.    

Why PHS Group selected CipherTrust 

PHS Group engaged with Gradian, a CipherTrust partner, to propose the best solution for 

comprehensive e-mail security and protection from spam and all other forms of malware.  Gradian 

recommended the CipherTrust IronMail appliance. 

According to Wayne, “Gradian installed the CipherTrust IronMail appliance initially to deal with our 

problem with spam. The appliance proved to be very effective at stopping spam from the outset and its 

performance steadily improved as the connection control capability learned how we typically use email 

and blocked other sources of unsolicited messages.” 

In addition to eliminating spam, PHS Group quickly realised that the IronMail appliance is capable of 

providing much more comprehensive email security including zero-day virus protection, policy 

enforcement for both inbound and outbound email and detailed reporting and analysis of email traffic.  

 

 

 

 

PHS GROUP 
 

AT-A-GLANCE 
 

Industry: Provider of 

workwear, workplace and 

hygiene services 
 

Location: UK 
 

Business Needs: Eliminate 

spam and provide secure e-

mail communication with 

their customers 
 

Solution:  CipherTrust 

IronMail® messaging security 

appliance with TrustedSource 

sender reputation system 
 

Results  
♦ Blocks spam before it 

clogs up the internal e-

mail system 

♦ Eliminates viruses, 

worms and Trojans from 

inbound and outbound 

email 

♦ Enhanced reporting on e-

mail traffic helps 

optimise e-mail 

operations 

♦ Significant reduction in 

e-mail volume reduces e-

mail storage and 

archiving requirements 
 
“The IronMail appliance 
proved to be very effective 
at stopping spam from the 
outset and its performance 
steadily improved as the 
connection control 
capability learned how we 
typically use email and 
blocked other sources of 
unsolicited messages.” 
 

Wayne Evans,  
IT Infrastructure |Manager 
PHS Group 
 
 

 



 

 

The Results 

PHS Group saw an immediate and dramatic reduction in the volume of spam which, in turn, made their 

employees use of email more productive and effective in their use of email. In addition, the zero-day 

virus capability provides PHS with the added protection that IronMail can identify and block viruses 

faster and more effectively than traditional anti-virus signature solutions. 

The IronMail reporting also provides PHS with valuable insights into their email traffic and how best to 

maximise the security of their email environment. This in turn ensures that PHS is safeguarding their 

customers from unwanted email threats such as worms, viruses and Trojans.     

IronMail Solution 

IronMail protects enterprise email systems from inbound threats: spam, viruses or hackers trying to take 

down or take over the e-mail system. IronMail also protects enterprise email systems from outbound 

threats: regulatory compliance violations, corporate policy violations, or theft (“leakage”) of 

confidential information or intellectual property. IronMail protects enterprise email systems from 

threats that haven’t even been identified yet.  

Inbound threat protection 
Anti-Spam - Utilising CipherTrust’s best-in-class TrustedSource Reputation Service, along with an 

award-winning “cocktail” of multiple detection algorithms, IronMail delivers the most accurate, 

effective, scalable and easy-to-manage anti-spam protection available.  

Zero Day Anti-Virus - Given the potential for damage, enterprises can’t afford the time it takes 

signature-based anti-virus software to respond to an attack. IronMail’s Zero Day Virus Protection takes 

anti-virus protection to the next level by leveraging global threat intelligence from the TrustedSource 

Reputation Service to close the window of vulnerability that occurs between when an attack first 

emerges and when a signature is available – protecting your network from threats that don’t even exist 

yet.  

Anti-Phishing - Phishers use spam to perpetrate fraud and identity theft. The best protection against 

phishing is to prevent these fraudulent emails from ever getting to an employee’s inbox. In other words, 

the best anti-phishing defence is your anti-spam defence.  

Email Firewall and Intrusion Prevention - IronMail protects enterprises from every known e-mail 

attack technique, as well as those that have yet to be discovered. Denial-of-service, directory harvest 

attacks, port scans and other attacks are blocked by the purpose-built, hardened IronMail appliance and 

never have a chance to reach the network.  

Outbound security protection 
Compliance - Organisations must protect critical content from “leaking” as well as prove they are 

complying with regulatory and other company policies. IronMail provides industry-leading e-mail 

scanning, content analysis and rules-based enforcement tools to ensure control of sensitive content and 

compliance with policy.  

Policy-based Encryption - Encrypting emails containing sensitive information is a “best practice” that 

has historically been too hard to implement due to incompatible technologies; confused end users; and 

the complexity of translating policy into rules and action. IronMail solves these problems with an 

integrated, interoperable, policy-based encryption solution that ensures email compliance with no end-

user interaction.  

 

 About Gradian 
Gradian Systems Ltd is an established UK-based, security focused Integrator: we combine “best of breed” technologies 

and services to deliver world-class business solutions in the areas of messaging, mobile access and enterprise level 

security. We have a service-led approach to solution delivery: we share the risks whilst transferring the skills and 

knowledge to our customers. Gradian’s versatile, professional, and highly responsive approach to problem solving has 

been welcomed by the vendor and business community alike across all vertical sectors including: Financial, 

Pharmaceutical, Local Government, Emergency Services, Charities, Retail, Manufacturing, Legal, and New Media/ 

Telecoms. For more information about Gradian, please visit www.gradian.co.uk 
  

 

About CipherTrust 
 

CipherTrust, Inc., the global 

market leader in messaging 

security, provides innovative 

layered security solutions to stop 

inbound messaging threats such 

as spam, viruses, intrusions and 

phishing, and protect against 

outbound policy and compliance 

violations. CipherTrust’s 

integrated best-of-breed 

capabilities deliver maximum 

availability and unmatched 

security, effectiveness and 

enterprise manageability across 

multiple communication 

channels, including e-mail and 

instant messaging. Recognized 

by IDC as the market leader for 

secure content management 

appliances in 2004, CipherTrust 

protects the messaging 

infrastructure of more global 

enterprises than any other 

vendor, including more than one-

third of the Fortune 500. 

CipherTrust is backed by top-tier 

investors including Battery 

Ventures and Greylock Partners. 

For more information about 

CipherTrust, please visit 

www.ciphertrust.com or call 

0870 990 5516. 

 
 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
CipherTrust takes precautions to 

ensure the accuracy of the 

information contained in this 
publication and is not liable for any 

errors. The information in this 

publication is subject to change 
without notice. 
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